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One of the central goals of the FuturICT2 pro-
ject was to make our insights available and di-
gestible to a much wider audience than a typical 
multi-year academic research project. As the 
project deals with topics ranging from complex 
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Preliminary remarks

One of the central goals of the FuturICT2 project 
was to make our insights available and digestible 
to a much wider audience than a typical multi-year 
academic research project. As the project deals 
with topics ranging from complex systems to block-
chain technology, that was not an easy undertak-
ing. The challenge we faced was to find a mode of 
presenting interesting results and new thinking in 
a way that is engaging and understandable. This 
process gave the final ebook more of a popular-sci-
ence character: we are using references, though 
sparingly, and we use colloquial language though 
aiming to be precise.

The second measure we took to make the results 
available to as many people as possible, is to use 
open copyright licensing schemes throughout. This 
ebook is available under a Creative Commons At-
tribution-ShareAlike 4.0 International license (see 
https://creativecommons.org/licenses/by-sa/4.0/ 
for what you are allowed to do with the ebook). 
Likewise, all source code of the Finance 4.0 demon-
strator is open source software, licensed under 
the GNU Affero General Public License v3.0 (see 
https://www.gnu.org/licenses/agpl-3.0.en.html ).

We hope that the choices we made help spread 
the ideas presented here and start a larger conver-
sation about how to become more sustainable at 
scale!
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8Executive Summary

FuturICT 2.0 brings together top minds in social science, com-
plexity science and computational science to help advance a 
more resilient, adaptive and sustainable society. Its Finance 
4.0 concept (FIN4) implemented at Prof. Dirk Helbing’s Chair 
for Computational Social Science at ETH Zurich, is developing 
a decentralized platform using blockchain and IoT technolo-
gy to promote more sustainable societies in order to meet 
global challenges of the future.

FuturICT 2.0 is a European research project whose consor-
tium comprises 12 members with complementary expertise 
from Italy, Switzerland, France, Latvia, Romania, Belgium and 
Estonia, plus a number of supporting partners from all around 
the world. It is coordinated by Mario Paolucci of the Institute 
of Cognitive Sciences and Technologies in Italy.

EXECUTIVE SUMMARY



9Background

The world is facing existential threats. These 
challenges are putting a strain on our economy, 
society and environment.

The unresolved problems of the 2008 financial cri-
sis still endanger the economic stability of Europe 
and the world. Many nation states are unable to 
contain the power of major banks and global cor-
porations in the current system. We’re told to ac-
cept they’re “too big to fail” – skewing incentives 
with moral hazard.

Digitalization and globalization are increasingly 
creating an interconnected world. While this pro-
cess has brought much progress and improved 
standards of living, it has also produced a general 
crisis of sustainability.

The globalized economy now comprises a mas-
sive, complex network of systems that are now 
much harder to map and control than the econo-
mies of the twentieth century. One of the critical 
problems is that today’s economic order is cre-
ating systemic market failures due to all sorts of 
unwanted externalities. A concerted global effort 
to regulate and account for these externalities is 
yet to be seen. Pricing externalities in dollars, for 
example, is not expected to be sufficient. As a re-
sult, a series of ecological crises threaten the very 
basis upon which our economy is built.

What’s more, resource scarcity and access to these 
resources are becoming a growing concern. The 
use of fossil fuels and raw materials has tripled in 
the last 40 years and
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11Background

climate change may lead to the extinction of one 
sixth of all species. Not to mention the additional 
challenges posed by war, terrorism and the mi-
gration of displaced peoples.

At every scale, individual incentives today are often 
misaligned with the core values each of us holds.

As a consequence, the world suffers from an over-
all lack of sustainability.

How should we tackle this web of interdependent, 
complex crises and resolve some of the funda-
mental challenges humanity faces?

This is where FuturICT 2.0 comes in.

We pursue disruptive innovation to address the 
root cause of these problems – a lack of sustaina-
bility – by combining the Internet of Things, block-
chain technology and complexity science to open 
up new opportunities.

Finance 4.0
We’re developing a novel, socioecological finance system that enables the incen-
tivization of environmentally friendly behaviour, socially responsible production, 
resource recycling, sharing and more. We call this system Finance 4.0 – where 
Finance 1.0 refers to a physical coin-based system, Finance 2.0 to a fiat currency 
system, Finance 3.0 to blockchain finance, while Finance 4.0 stands for a multi- 
dimensional, real-time feedback system that combines blockchain technology 
with the Internet of Things. We abbreviate this system to FIN4.

Photo by Artem
 Beliaikin on Unsplash
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In alignment with the UN’s Sustainable Develop-
ment Goals (and potentially other sets of goals 
the world may decide to choose in the future), our 
proposal Finance 4.0 (FIN4) concerns a multidi-
mensional incentive system for managing com-
plex systems and promoting a circular sharing 
economy. The aim is to create a high quality of life 
for more people with fewer resources by aligning 
individual incentives with core values – defined 
and driven by the communities themselves.

Finance 4.0 encompasses a socioecological fi-
nancial system, a novel economic system and a 
new social contract.

• Finance: a multidimensional cryptocurrency 
ecosystem promoting positive action

• Economics: a new incentivization scheme in-
fluencing production and consumption to pro-
mote a circular and sharing economy

• Social Contract: community-based decision- 
making allowing for subsidiarity as well as lo-
cal and personal individuality

FIN4 is democratic, pluralistic and inclusive. It 
leverages information and communication sys-
tems to empower everyone to take better de-
cisions, be more creative, as well as coordi-
nate and cooperate with others – leading to  

better business models, products and services, 
smarter cities and smarter societies.

Are you inspired by this positive vision? Okay, let’s 
get started then!

Photo by Cameron Casey on Pexels
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15FIN4: Framework – Overview

FIN4 aims to create a self-organizing, nuanced 
incentive system that supports the daily deci-
sion-making of people by encouraging desira-
ble actions and discouraging undesirable behav-
iours.

To promote sustainability, it’s important that the 
FIN4 system takes account of externalities. By 
giving externalities prices and allowing them to 
be traded, they can be internalized. This would re-
flect costs and benefits more accurately in a mul-
ti-dimensional way. Externalities can be positive 
(like certain kinds of innovation or infrastructure) 
or negative (such as pollution).

FIN4 focuses primarily on positive action, rather 
than on sanctions, for the following reasons:

   As an opt-in system, it would be almost im-
possible to motivate participants to join if they 
would face a negative balance of tokens, tak-
ing into account negative externalities. Obtain-
ing tokens for positive action is a much better 
value proposition. FIN4 therefore works on the 
basis of rewards for positive actions, rather 
than punishments for negative actions.

Our values often seem to be detached from our 
daily choices. Using a smart distributed incentive 
system, however, communities can reward what 
they value, by issuing new types of tokens to ad-
dress local needs.

These positive actions are whatever the commu-
nity considers  to be valuable. Examples may in-
clude planting trees, using a bike rather than a car, 
helping a person in need, or recycling.

In this case, the tokens can take on any form of 
value for the communities. They can be fully sym-
bolic (imagine a virtual trophy representing a tree 
you’ve planted), give access to a service (such as 
free bicycle maintenance) or even have a mone-
tary value.

The core process of FIN4 is illustrated on the next 
page.

OVERVIEW
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17FIN4: Framework – Core process

A type of token is created with a name, a short 
ticker symbol (similar to “USD” or “BTC”) and a 
statement to describe the purpose of the tokens. 
Users can record actions and then claim the re-
spective tokens. A claim may be proven in three 
different, combinable ways:

• Sensor proofs are provided by data transmit-
ted from an IoT sensor or device for location, 
humidity or temperature, for example. This 
includes mobile proofs from a user’s smart-
phone (such as documenting photographs).

• Social proofs are carried out with the involve-
ment of other users who attest that a certain 
action has been performed.

• Third-party data proofs utilize external sourc-
es of data where this can’t be generated with-
in the FIN4 system directly.

Example:

Alice creates a type of token for incentivizing peo-
ple to pick up and dispose of litter they find in 
natural parks. The community collectively likes 
this idea and adopts it. While hiking, Bob finds an 
empty plastic bottle and takes a couple of photos 
showing where he found it and where he disposed 
of it. Bob uploads these pictures to the claiming 
platform and other users approve his claim, re-
warding him with a number of positive action to-
kens.

Sensor or mobile proofs require security meas-
ures in the hardware or software to prevent cheat-
ing, such as double claiming. Social proofs need 
an additional incentive layer that motivates other 
users to provide attestations in good faith, while 
also preventing collusion.

CORE PROCESS
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Placing real-life data on the blockchain is a non-triv-
ial problem and can be susceptible to manipulation 
or faults. In practice, it will likely require combina-
tions of these proofs (like in our example above) 
in order to adequately prevent cheating. After all, 
data may not necessarily represent the truth of re-
al-world actions. An oracle based on third-party 
data could be required to prove the data submit-
ted before it is irrevocably placed on the immuta-
ble blockchain.

Once a claim has been proven using these ap-
proaches – or indeed combinations of them – the 
tokens are minted and transferred to the claiming 
user.

The prover may be the token’s creator, a dedicat-
ed group of people (such as token holders) or any 
random user, depending on the nature of the ac-
tion and type of token. The most effective and 
useful token systems will likely be approved and 
adopted by the community in a self-organized and 
self-sustaining manner.

A key problem with unsustainable behaviour is 
the long timespan between actions and conse-
quences. For instance, people have been burning 
coal for two centuries and driving motor vehicles 
for one century, while carbon dioxide emissions 
have only recently been acknowledged as a se-
rious global problem. This time lag generates a 
form of cognitive dissonance.

Therefore, an important design principle of the 
feedback system in FIN4 is that time lags between 
actions and consequences – or claims and proofs 
– should be as short as possible.

TIME LAG

Photo by Lennard Kollossa on Unsplash



20FIN4: Framework – Creating a token-based finance  and governance framework

We envision a multi-layered, multi-dimensional 
system of decentralized digital cryptocurrencies 
created at different levels with different charac-
teristics, serving different purposes.

The token systems may operate at a supranation-
al, regional or local level. The different purposes 
may address environmental, social or other val-
ues relevant to the sustainability agenda at the re-
spective level.

The FIN4 core system comprises a token economy 
and a governance framework. The token econo-
my gradually emerges as communities asynchro-
nously create, obtain and trade positive action to-
kens, thereby creating a market for these positive 
actions.

In order to align user incentives towards the cre-
ation of this market, a governance layer is need-
ed that supports the healthy development of the  
token economy. This governance layer uses a  
governance token (GOV) to offer mechanisms that 
allow users to collectively decide on which tokens 
to promote as “official FIN4 tokens”.

Any system that allows users to propose new to-
ken designs will have to contend with the problem 
of spam. How can we ensure the ecosystem pro-
motes useful token concepts?

Rather than establishing rules and barriers to re-
strict the creation of tokens, our design leverages 
the innovative capacity of independent token pro-
posals. Every token idea is welcome, but accept-

CREATING A TOKEN-BASED FINANCE  
AND GOVERNANCE FRAMEWORK
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ance as an official FIN4 token requires users to 
vote for it with their GOV tokens. Thus, all users 
co-maintain a list of approved Positive Action to-
kens.

The reputation tokens to facilitate social proofs do 
not currently exist at this scale. Its purpose is to 
help users establish trust in one another in order 
to interact effectively on the platform. Reputation 
should reflect the support of the system by the 
user (e.g., proving, voting, etc.) and not their actual 
positive action token holdings, which could other-
wise introduce bias to the reputation system.

Reputations should reflect the positive actions 
performed by the user and not their actual token 
holdings, which could otherwise introduce bias to 
the reputation system.

In our current design, users obtain reputation 
tokens by performing actions that support and 
strengthen the entire FIN4 system. As a minimum, 
the actions suitable for obtaining these reputation 
tokens include the active obtaining of tokens (low 
reward), participation in proof mechanisms (me-
dium reward) and the creation of accepted token 
concepts (high reward).

Users should also be able to lose these reputation 
tokens. However, the details of this mechanism 
are still being developed.

Also, how can we incentivize entire communi-
ties that may already have their own tokens es-
tablished to join the larger ecosystem? The idea 
is to represent the additional liquidity won when 
joining the larger FIN4 network through a “reserve 
currency” we call liquidity token (LIQ). This token 
would stand for the network effects gained when 
enabling larger networks and markets.

One conceivable, yet too simplistic approach would 
be to create the same number of FIN4 tokens for 
each accepted token proposal. The overall num-
ber of liquidity tokens would therefore be com-
mensurate with the total number of FIN4 tokens 
in the system, giving users more trust in using the 
different tokens and some assurance that these 
tokens can be exchanged with one another. This 
could be based on the original idea of “Bancor” by 
John Maynard Keynes, however the final design 
has not yet been decided.

Due to the nature of blockchain technology, block-
chain creators are unable to prevent trades be-
yond the confines of the system. Our approach 
is to create strong incentives to use the platform, 
while preserving the freedom of users to leave at 
any time and take their token balances with them.

A form of identity is only required when users wish 
to participate in the governance of FIN4. Identity 
here corresponds less to the idea of a scanned 
passport and more to a concept of self-sovereign-
ty built entirely within the FIN4 system or trans-
ferred from other platforms. Reputations may es-
tablish identity over time.

Due to the nature of blockchains and cryptoeco-
nomics, blockchain developers are technically un-
able to prevent trades from happening beyond the 
confines of the system. Our approach must there-
fore be to create strong incentives to use the plat-
forms, while preserving the freedom for users to 
leave at any time (and even taking their token hold-
ings with them). This ability to exchange tokens is 
also essential for their value and utility.

https://www.imf.org/external/np/pp/eng/2010/041310.pdf
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23Introduction to distributed ledger technology (DLT)  and taxonomy

We define distributed ledger technology as a range 
of distributed data structures in which entries are 
recorded by participants after reaching consensus 
on their validity. A consensus mechanism – the set 
of rules for transaction validation – is integrated 
into the DLT system to ensure system reliability, 
where no trusted third parties are required to au-
thorize or validate entries. Distributed ledgers of-
ten support secure cryptoeconomies. These rely 
on digital tokens and cryptographic techniques to 
determine how exchange is performed between 
participants. The most well-known and success-
ful example of a DLT system is Bitcoin.

While our taxonomy paper goes on to provide a 
more extensive introduction to the topic, a con-
ceptual architecture of distributed ledger technol-
ogy is shown besides:

What definitions are currently used in practice 
for concepts like tokens, transactions and con-
sensus? And what exactly is distributed ledger 
technology?

The blockchain community still suffers from a 
general lack of a shared understanding of termi-
nology, making comparisons between different 
blockchain-based projects difficult.

To facilitate a common understanding and as part 
of our research towards the FIN4 system, we pre-
pared a systematic taxonomy of distributed sys-
tems.
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Conceptual architecture for distributed ledger systems 
(Ballandies/Dapp/Pournaras, 2018)
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The taxonomy paper categorizes different exam-
ples of existing tokens by means of several attrib-
utes. These attributes include the underlying (the 
value a token represents), the regulation of ac-
tion/read permissions, the supply property (how 
the supply of tokens is regulated), the transfera-
bility and the condition governing the minting of 
new tokens. It also covers the various consensus 
mechanisms that exist, such as “proof of work” 
and “proof of stake”.

Our FIN4 system will foster communities that can 
create and use tokens to promote the sustainable 
action they consider important, following a con-
sensus framework we call “proof of good work”.

Many aspects of cryptoeconomic design will be 
available to these communities when creating to-
ken proposals. Community members will be able 
to configure a range of token attributes. For ex-
ample, what is the claiming process? Who is able 
to approve claims? And how many tokens should 
be minted for every verified positive action?

Incentivization may occur on either the consen-
sus or action layer. The first generation of block-
chains are known as cryptocurrencies. They are 
chiefly based on incentive systems that maintain 
consensus mechanisms in the digital world.

The second generation of blockchain projects are 
based on smart contract engines. These allow for 
the creation of tokens – like on the  Ethereum plat-
form. These tokens can be utilized to incentivize 
people or machines to perform certain actions in 
the real world. One example for a token standard 
that creates fungible (exchangeable) tokens is the 
widely used ERC20 token standard on the Ethere-
um smart contract platform – also used as a basis 
for our positive action tokens in the FIN4 system.

FIN4 takes full advantage of this possibility by not 
only creating a range of platform tokens used for 
governance, but also offering users mechanisms 
to create tokens as they wish.
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27Design choices  and requirements

Two expert workshops were organized in 2018 to 
examine a range of specific challenges. A proving 
workshop in Zurich covered topics relating to the 
design and use of oracles, while a cryptoeconom-
ics workshop in Berlin discussed some of the de-
cisions made for the incentive system.

Based on the results of the requirements phase 
and the workshops, the following functional archi-
tecture was developed to describe the core func-
tionality of FIN4:

What kind of data will be stored on the block-
chain? What will be stored off-chain and where? 
And what are the technical requirements for a 
blockchain, smart contract system and wallet to 
enable the FIN4 system?

The FuturICT2.0 project is a research project in 
the first place. However, in order to contribute to 
solving real-world sustainability issues, our ambi-
tion was also to lay the groundwork of a system 
that can survive under real-world conditions ap-
plying system engineering methods.

As a first step towards developing a demonstrator 
platform, a series of workshops was conducted 
with the team, aiming at compiling an initial list of 
requirements.
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Ph
ot

o 
by

 D
re

w
 G

ra
ha

m
 o

n 
Un

sp
la

sh

https://www.research-collection.ethz.ch/handle/20.500.11850/387085
https://www.research-collection.ethz.ch/handle/20.500.11850/387085


28Design choices  and requirements

Two expert workshops were organized in 2018 to 
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blockchain, smart contract system and wallet to 
enable the FIN4 system?

The FuturICT2.0 project is a research project in 
the first place. However, in order to contribute to 
solving real-world sustainability issues, our ambi-
tion was also to lay the groundwork of a system 
that can survive under real-world conditions ap-
plying system engineering methods.

As a first step towards developing a demonstrator 
platform, a series of workshops was conducted 
with the team, aiming at compiling an initial list of 
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The FIN4 system consists of three main layers:

• A blockchain layer:
The blockchain including the smart contract en-
gine serves as backbone to make FIN4 a decen-
tralized, peer-to-peer platform. Transactions, data 
on smart contracts and balances on tokens are 
stored immutable and tamper-proof on the block-
chain ledger.

• A smart contract layer:
FIN4 smart contracts get deployed onto the block-
chain. They comprise both the operation logic and 
the storage of most of the data. All of the function-
ality lies here and is accessible even from outside 
the FIN4 application. While most data is stored 
directly on the contracts, media files provided to 
proof claims (e.g. a picture of a planted tree) are 
uploaded to IPFS, the InterPlanetary File System 
and only its identifier are stored on the smart con-
tract. The claims pool is not yet implemented.

• An application layer:
The purpose of the application layer is to interface 
with end users – typically via web or mobile ap-
plications. While a default client for both web and 
mobile is provided, third parties can also interface 
with the system by building their own clients. Thus, 
they can limit the functionality the FIN4 smart con-
tracts provide. Extensions to the FIN4 core system 
however can only happen on the smart contract 
layer.

Suitable programming languages and frameworks 
have to be defined to implement this functional 
architecture. For the smart contract engine and 
blockchain layer, we chose the Ethereum plat-
form. Ethereum is a relatively widespread and es-
tablished smart contract engine, with a large com-
munity of developers and projects, as well as a 
broad range of development tools.

The FIN4Xplorer is running on the Rinkeby test net. 
There are currently no plans to make the demon-
strator available on Ethereum’s main net, as high 
costs would be incurred and there would be no 
immediate gain in functionality or performance. 
But projects that follow on from FuturICT2.0 in the 
future may choose to take this route.

The FIN4 smart contracts are written in Solidity 
and deployed using Truffle as a framework and 
Infura as a provider.

The FIN4 client we provide is a web application 
written in JavaScript using the React library. The 
layout is optimized for viewing on both desktop 
and mobile browsers that are Web 3.0-enabled. It 
is currently hosted on an EC2 instance on Ama-
zon AWS.

Our early attempts to use a sensor as proof type 
used a Node server to receive the signal from the 
sensor and forward it to a smart contract, acting 
as an oracle.
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VALUES AND ETHICAL 
CONSIDERATIONS

The world faces major challenges as a consequence of insufficient 
sustainability. We assume that current economic incentives which 
fail to effectively reward sustainable behaviour are partly responsi-
ble for this problem.
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31Values and ethical considerations – Sustainability

One of the key objectives of the FIN4 platform is to 
address sustainability issues and resolve negative 
environmental externalities with positive action. 
We hope to achieve this by creating a system that 
enables communities to define sustainable and 
socially desirable actions and to reward individu-
als who align their behaviour with these goals us-
ing exchangeable incentive tokens. Note, howev-
er, that not everyone needs to engage in the same 
kinds of actions to be rewarded. On the contrary: 
the system supports specific actions fitting per-
sonal preferences and talents. In this regard, the 
multi-dimensionality of the approach is highly rel-
evant.

In order to achieve this transformation towards a 
world which is more aware of sustainability, the 
FIN4 system follows a bottom-up approach that 
enables everyone to participate, contribute their 
own ideas and protect the system for the benefit 
of the community.

Communities should not only be able to determine 
the values and token concepts most important to 
them, but also to shape how the platform devel-
ops. The users themselves will also be essential 
for maintaining the system and protecting it from 
abuse – via the reputation tokens. These tokens 
will enable every user to have a say on which to-
ken proposals to accept. However the weight that 
their votes carry will depend on how trustworthy 
their conduct has been.

SUSTAINABILITY INCLUSIVITY
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32Values and ethical considerations – Freedom

We believe that people should be encouraged, not 
compelled, to participate, which speaks for an opt-
in platform. Users would be able to interact with 
the FIN4 platform as long as they wish – and also 
leave, when they want, perhaps even with the pos-
sibility to take their token holdings with them.

The decentrality associated with DLT – for both 
data storage and decision-making – is intended to 
prevent a single point of failure or authority. This 
provides protection against censorship or inap-
propriate control or other arbitrary interventions, 
since data is stored immutably on the blockchain.

What’s more, user identities are pseudonymized, 
thereby protecting the privacy of individuals. Ano-
nymity is an essential requirement of democratic 
systems and allows participants to engage in in-
dependent decision-making.

The pursuit of multiple objectives can, however, 
result in conflicting goals, which we realized in 
particular thanks to input from ethix – the lab for 
innovation ethics.

We attempt to minimize these conflicts using ap-
propriate coordination mechanisms, and where 
they are too limited, suitable governance. We out-
line these ethical considerations below.

 

We don’t dictate to users what behaviour we con-
sider socially desirable. We leave this decision to 
the community. So, how can organized crime or 
other misuse of the platform be prevented? If us-
ers acted in bad faith or for their own purely selfish 
interests, they may indeed start to reward actions 
with tokens that don’t accord with the moral prin-
ciples of the project.

Such misuse would not only harm the FIN4 com-
munity, it might also have wider consequences for 
society.

Nonetheless, we trust that a critical mass of users 
can prevent this situation, as they have the power 
to downvote token proposals created in bad faith. 
Trustworthy users – i.e. those with more reputa-
tion tokens – will have a greater voice in determin-
ing the list of official tokens. This mechanism will 
also avoid excessive spam in the system.

FREEDOM CONTAINING MISUSE

https://ethix.ch


33Values and ethical considerations – Ensuring democratic legitimacy

The inclusivity and voluntary nature of the plat-
form mean that the issuance of tokens will be le-
gitimized by a high level of participation, with de-
cision-making being subject to voting.

But there’s a risk that a consistent majority will end 
up holding a position of power, such that individ-
uals with minority positions may be discriminated 
against to some degree. This could be exacerbat-
ed – to some extent – by the reputation tokens, 
as they would allow certain groups to accumulate 
voting power.

In order to prevent such a scenario from happening, 
a maximum number of reputation tokens should 
be defined – with no user able to hold more than 
this limit. This could help to contain the risk that a 
certain group accumulates too much power (see: 
Chapter on Governance).

 

While we hope that FIN4 proves useful in promot-
ing a sustainable society and that the platform 
enjoys widespread adoption, we realize that mass 
adoption could result in growing social pressure 
on non-users to join the platform. This would po-
tentially contradict the voluntary nature of the plat-
form.

Those who choose not to participate may face ex-
clusion from certain kinds of transactions – a sit-
uation that would put the core value of freedom at 
risk. 

ENSURING DEMOCRATIC 
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34Values and ethical considerations – Governance

There are also important ethical considerations 
in terms of platform governance.

Once we launch the platform, the integrated gov-
ernance mechanisms will largely determine the 
success of FIN4 – especially as we will then cede 
the content and structure to the community, los-
ing our ability to make subsequent changes.

Anticipating these potential risks ahead of time is 
therefore key. In this respect, our approach to gov-
ernance includes the following:

• Blockchain: This technology permits decen-
tralized decision-making as well as transpar-
ent data storage. The security risk is distribut-
ed across the network and thereby minimized. 
Furthermore, pseudonymous participation is 
compatible with the core values of inclusivity, 
privacy and freedom.

• Openness: The platform is open to anyone 
who wishes to participate. This structure is in-
tended to legitimize the new decision-making 
processes.

• Community moderation: A hierarchy will 
emerge between users with different balances 
of reputation tokens, which are given to those 
users who commit time and effort to the plat-
form. These tokens will help protect the plat-
form from bad actors. The combination of in-
clusivity and a time and effort-based hierarchy 
may produce both meritocratic and democrat-
ic effects. What’s more, the use of quadratic 
voting would reduce the risk of certain users 
accumulating too much voting power.    

GOVERNANCE
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CRYPTOECONOMICS
Could currencies with multiple dimensions improve the stability and 
resilience of the overall system? What are the implications of a cir-
cular and sharing economy? And how should the incentive system 
be designed in order to enable this circular economy to emerge?
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36Cryptoeconomics – What is cryptoeconomics?

As already mentioned in connection with our DLT 
taxonomy, there is a lack of commonly agreed 
terms in this field. This is also true for the term 
“cryptoeconomics”.

Vitalik Buterin – the founder of Ethereum – has of-
fered a definition that we can agree with. He posit-
ed that cryptoeconomics is a discipline that com-
bines cryptographic proofs of past events with 
economic incentives to encourage future events 
as part of a blockchain system.

The cryptographic element mainly encompasses 
consensus algorithms, digital signatures and hash 
functions, and has more recently progressed to 
include zero-knowledge proofs, multi-party com-
putation and homomorphic encryption. The eco-
nomic element involves principles of game theory, 
mechanism design and network economics. As 
explaining all these terms deeper is out of scope 
for this ebook, we recommend interested readers 
to consult Wikipedia for simplified definitions.

In a nutshell, the aim of applied cryptoeconom-
ics is to design new economies based on cryp-
tographic tokens and mechanisms in order to cre-
ate incentive systems for users.

WHAT IS CRYPTOECONOMICS?
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37Cryptoeconomics – Cryptoeconomics and its relevance

Web 2.0 applications refer to platforms like Face-
book, Google or Amazon. These stand in contrast 
to the emerging Web 3.0 – or decentralized appli-
cations (known as DApps) – which are relevant 
to FIN4. Decentralized applications run on peer-
to-peer networks, where no node typically enjoys 
privileges over other nodes. This is quite unlike 
Web 2.0 apps controlled by a central provider.

While in both cases, functional and error-free code 
is required. This is not enough for Web 3.0. That’s 
because DApps encode economic incentives us-
ing smart contracts in order to incentivize certain 
actions. In the example of Bitcoin, miners are re-
warded with newly mined bitcoins for successful-
ly mining a new block.

These mechanisms are cryptographically protect-
ed and very difficult to change. This means mod-
ifications to the software require the coordinated 
effort of all nodes. Where only a majority of nodes 
cooperate, rather than all, the network runs the risk 
of diverging in a “fork”.

So what are the risks of a Web 3.0 environment?

Even if the code of DApps is flawless, the decen-
tralized system may still fail due to the mecha-
nisms built into the network if they’re based on in-
accurate assumptions about user behaviour. This 
is particularly true if the system neglects to con-
sider potential misuse, malicious action and user 
mistakes. Effective cryptoeconomic design (CED) 
therefore needs to take all this into account.
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38Cryptoeconomics – Why is effective cryptoeconomic design (CED) important?

First of all, implementing the values of a develop-
er community into individual incentives for a larg-
er user base is rather difficult. Good Cryptoeco-
nomic Design CED seeks to reduce the potential 
for incentive misalignment at the various levels of 
the system (see Figure to the left).

Second, effective CED is vital since the possibilities 
to implement subsequent changes or corrections 
to a live DApp are very limited. Smart contracts 
written on a blockchain can neither be stopped 
nor modified easily.

Third, CED needs to take into account the chal-
lenge of designing and enabling the emergence of 
a complex system, where multiple variables and 
interrelationships come into play.

And fourth, cryptoeconomic design must reflect 
the implicit objective of cryptoeconomic systems 
to translate the values of a community into specif-
ic incentives for individuals. For instance, the Bit-
coin community values secure and non-censora-
ble transactions. The system therefore promotes 
decentralized mining to run the transactions. On 
the other hand, minimizing energy consumption 
was not considered an important value in the Bit-
coin community and no incentive – other than 
waste minimization/profit maximization for min-
ers – was therefore established to pursue it.

We find Zargham’s proposed framework (see fig-
ure to the left) for analyzing CED systems useful. 
Here, there are five distinct layers, with each layer 
requiring the layer beneath and enabling the layer 
above.

WHY IS EFFECTIVE CRYPTOECONOMIC DESIGN 
(CED) IMPORTANT?

Value Flows
Macro State Evolution (Global Goals)

Local Agent Behaviour
Product of Mechanisms, 
Incentives, and Context

Interaction Patterns
Definition of Local Mechanisms and Incentives 
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Zargham, Michael. Creating Interconnected Collaborative Communities. Future of Trust Summit. 
The Hague, 2018. https://www.youtube.com/watch?v=nOP6anxiHkk.

https://www.youtube.com/watch?v=nOP6anxiHkk


39Cryptoeconomics – How to design cryptoeconomic systems  to solve a problem

The problems addressed by cryptoeconomic sys-
tems are invariably complex and, as it is a new field, 
standard processes for CED have not yet been es-
tablished. However, a multi-scale perspective can 
be adopted to comprehend complex economic 
and cryptoeconomic systems. Policymakers can 
seek to change the global system behaviour either 
via enforced rules (which we find problematic) or 
incentives (which we find more agreeable). These 
policies affect the local behaviour of agents and, 
in turn, influence global behaviour.

DApps are a novel tool that can also help to achieve 
societal goals. In pursuit of a certain policy goal, 
cryptoeconomic systems can be designed to 
change global behaviour by influencing agents 
locally, while allowing for pluralism, freedom and 
diversity.

Decentralized cryptoeconomic systems can be 
designed with various components, such as a dis-
tributed ledger, smart contracts and tokens. Hav-
ing opted for a DApp to implement the ideas of 
FIN4, it’s therefore important to identify what the 
system needs in order to accomplish the goal. For 
this the Figure from Dobler et. al can be utilized.

Once the necessary components have been iden-
tified, the DLT taxonomy we introduced earlier can 
be used to configure the system with the appropri-
ate attributes.

HOW TO DESIGN CRYPTOECONOMIC SYSTEMS  
TO SOLVE A PROBLEM

DApp System Layouts
To accomplish the identified goal, Dobler et al iden-
tify a need for automation or incentivization of be-
havior as having impact on which combinations of 
components should be utilized (Figure next page).
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The problems addressed by cryptoeconomic sys-
tems are invariably complex and, as it is a new field, 
standard processes for CED have not yet been es-
tablished. However, a multi-scale perspective can 
be adopted to comprehend complex economic 
and cryptoeconomic systems. Policymakers can 
seek to change the global system behaviour either 
via enforced rules (which we find problematic) or 
incentives (which we find more agreeable). These 
policies affect the local behaviour of agents and, 
in turn, influence global behaviour.

DApps are a novel tool that can also help to achieve 
societal goals. In pursuit of a certain policy goal, 
cryptoeconomic systems can be designed to 
change global behaviour by influencing agents 
locally, while allowing for pluralism, freedom and 
diversity.

Decentralized cryptoeconomic systems can be 
designed with various components, such as a dis-
tributed ledger, smart contracts and tokens. Hav-
ing opted for a DApp to implement the ideas of 
FIN4, it’s therefore important to identify what the 
system needs in order to accomplish the goal. For 
this the Figure from Dobler et. al can be utilized.

Once the necessary components have been iden-
tified, the DLT taxonomy we introduced earlier can 
be used to configure the system with the appropri-
ate attributes.

HOW TO DESIGN CRYPTOECONOMIC SYSTEMS  
TO SOLVE A PROBLEM

DApp System  
Layouts
To accomplish the identified goal, 
Dobler et al identify a need for auto-
mation or incentivization of behavior 
as having impact on which combina-
tions of components should be uti-
lized (Figure).
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To accomplish the identified goal et al identify a need for automation or incentivization of  
behavior as having impact on which combination of components should be utilized (Figure).

Requirement

System Layout:

Transparency / Trust
Is transparency an issue in the 
system or does it contain mis-
trusting interacting parties?

Source: Dobler et al

Automation
Some processes  
require automation?

Incentivization of Behavior
Do you want to incentivize a 
specific behavior / action?

Dist. Ledger No Dist. LedgerDist. Ledger
Smart Contract

Dist. Ledger
Token

Dist. Ledger
Smart Contract

Token

nono yes

no

no

yes

What is required?

yes

yes
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Our FIN4 system is designed to store a variety 
of information. This includes which tokens have 
been created, who’s claimed which tokens, who’s 
submitted proofs for actions, and who owns which 
tokens. This balance and tracking information is 
required for positive action tokens as well as meta 
tokens for FIN4 governance.

As an open, community-based system, FIN4 al-
lows multiple roles for writing information to the 
blockchain. Depending on the proof mechanism, 
any user can approve action proofs by other users, 
for example. Moreover, users are able to create 
and obtain positive action tokens anonymously; 
this helps make the platform openly accessible.

We have also decentralized the necessary mech-
anisms to the greatest extent possible, to avoid 
the need for an “always-online trusted third party”. 

According to the decision tree proposed by Wüst 
and Gervais, a permissionless blockchain is rec-
ommended for such a setup. We have therefore 
built FIN4 on top of the Ethereum network (a per-
missionless system), with the possibility to deploy 
to the mainnet.
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Our FIN4 system is designed to store a variety 
of information. This includes which tokens have 
been created, who’s claimed which tokens, who’s 
submitted proofs for actions, and who owns which 
tokens. This balance and tracking information is 
required for positive action tokens as well as meta 
tokens for FIN4 governance.

As an open, community-based system, FIN4 al-
lows multiple roles for writing information to the 
blockchain. Depending on the proof mechanism, 
any user can approve action proofs by other users, 
for example. Moreover, users are able to create 
and obtain positive action tokens anonymously; 
this helps make the platform openly accessible.

We have also decentralized the necessary mech-
anisms to the greatest extent possible, to avoid 
the need for an “always-online trusted third party”. 

According to the decision tree proposed by Wüst 
and Gervais, a permissionless blockchain is rec-
ommended for such a setup. We have therefore 
built FIN4 on top of the Ethereum network (a per-
missionless system), with the possibility to deploy 
to the mainnet.
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Wüst et. al break down this decision 
process into five steps as illustrated 
in Figure

Wüst et. al break down this decision process into five steps as illustrated in Figure
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Then, applying the design requirements proposed 
by Dobler, Ballandies and Holzwarth (2019), the 
FIN4 system design can be summarized as fol-
lows:

• Transparency – one of the main goals of FIN4 
is to increase the visibility of certain underval-
ued actions. Many positive things that peo-
ple do every day go unnoticed as the current 
monetary system doesn't ascribe value to this 
behavior. Visibility is also required in order for 
markets to emerge for the various positive ac-
tion tokens, with much of this data stored and 
tracked on the Ethereum blockchain.

• Automation – to ensure that all users are 
treated as equal peers in the FIN4 system, the 
rules for creating and obtaining tokens as well 
as governance need to be codified in a neutral 
way, with smart contracts.

• Incentivization – FIN4 aims to create a mul-
ti-dimensional incentive system to encourage 
more sustainable behaviour, rewarding good 
actions with incentives in the form of various 
cryptoeconomic tokens.

To return to Zargham’s 5-layer model, FIN4 is based 
on an enabling economy, durable data and trust-
ed computation in a permissionless environment. 
Above this layer, a set of constraints in the form 
of local mechanisms (for actions, proofs and to-
ken curation) as well as incentives (to create and 
obtain tokens and the associated actions) are de-
fined, resulting in complex interaction patterns. 
Exposing this interaction to the real-world con-
text, as defined by the community’s needs, should 
lead to local agent behaviour that is conducive to 
global goals.

We ultimately hope to enable a new type of econ-
omy that better values sustainable actions – from 
the perspective of communities themselves and 
society at large. This value should not be created 
in isolation, but result in a flow of values within 
the network to balance the demand and supply of 
positive actions, leading to the optimal allocation 
of resources to achieve global goals of sustaina-
ble behaviour at scale.
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Then, applying the design requirements proposed 
by Dobler, Ballandies and Holzwarth (2019), the 
FIN4 system design can be summarized as fol-
lows:

• Transparency – one of the main goals of FIN4 
is to increase the visibility of certain underval-
ued actions. Many positive things that peo-
ple do every day go unnoticed as the current 
monetary system doesn't ascribe value to this 
behavior. Visibility is also required in order for 
markets to emerge for the various positive ac-
tion tokens, with much of this data stored and 
tracked on the Ethereum blockchain.

• Automation – to ensure that all users are 
treated as equal peers in the FIN4 system, the 
rules for creating and obtaining tokens as well 
as governance need to be codified in a neutral 
way, with smart contracts.

• Incentivization – FIN4 aims to create a mul-
ti-dimensional incentive system to encourage 
more sustainable behaviour, rewarding good 
actions with incentives in the form of various 
cryptoeconomic tokens.

To return to Zargham’s 5-layer model, FIN4 is based 
on an enabling economy, durable data and trust-
ed computation in a permissionless environment. 
Above this layer, a set of constraints in the form 
of local mechanisms (for actions, proofs and to-
ken curation) as well as incentives (to create and 
obtain tokens and the associated actions) are de-
fined, resulting in complex interaction patterns. 
Exposing this interaction to the real-world con-
text, as defined by the community’s needs, should 
lead to local agent behaviour that is conducive to 
global goals.

We ultimately hope to enable a new type of econ-
omy that better values sustainable actions – from 
the perspective of communities themselves and 
society at large. This value should not be created 
in isolation, but result in a flow of values within 
the network to balance the demand and supply of 
positive actions, leading to the optimal allocation 
of resources to achieve global goals of sustaina-
ble behaviour at scale.
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obtainers: obtain many PATs,  
creators: create successful PATs,  
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fungible Positive Action Tokens; proof types;  
registry for OPATs curated with GOV token;  

REP; ... 

Trusted computation protocols define  
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to change governance/economic  
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Zargham, Michael. Creating Interconnected Collaborative Communities. Future of Trust Summit. The Hague, 2018. 
https://www.youtube.com/watch?v=nOP6anxiHkk

Communities create, account and trade  
in new multi-dimensional notions of  

socio-ecological value

https://www.youtube.com/watch?v=nOP6anxiHkk
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In addition to being sustainable and scalable, the 
FIN4 system should also be resilient to unintend-
ed user behaviour. We use simulations to improve 
the cryptoeconomic design towards system sta-
bility and to avoid dynamics that may result from 
not fully accounting for the “human factor”. Our 
definition of an ideal stable system includes token 
creators with noble intent, tokens invulnerable to 
manipulation and users using the tokens as in-
tended. In contrast, bad situations can occur due 
to token creators with malicious intent, tokens vul-
nerable to manipulation or users cheating.

In our agent-based approach, we have human 
agents which fulfill certain roles (like token claim-
ers or token creators) and token-type agents. The  
FIN4 simulation code is open source and is based 
on time steps, using cadCAD, an open source tool 
for “complex adaptive dynamics computer-aided 
design”. At every time step, key variables are up-
dated through actions or policies.

The simulation configuration allows for study-
ing groups of human users as agents with cer-
tain predefined attributes (e.g. intentions, compli-
ance to rules or commitment for defining a type 
of token) or with random attributes. To bootstrap 
a token-based economy in a community, agents 
can define types of tokens that will be available 
for claiming or allow fellow agents to create their 
own tokens with a certain frequency (in time step 
terms).

In the following table we illustrate the iterative ap-
proach that the simulation concept is built on. The 
simulation follows the natural stages that users 
encounter when joining the Fin4 system and ac-
counts for the risks that occur at each stage.

The basic principle of FIN4 is that anyone can ac-
cess the system (stage 0). Depending on their in-
tentions, users may enter individually or as a car-
tel in a coordinated fashion to unduly influence 
the system. The main safeguard against this is to 
use blockchain technology: wallets and keys rep-
resent barriers and prevent user spamming (au-
to-registering many fake users). 

Once in the system (stage 1), all users can obtain 
Positive Action Tokens (PATs) at their own discre-
tion. The core problem here is cheating: users try to 
obtain tokens without doing the required actions. 
Therefore, an extendable set of proof mechanisms 
is put in place to support the process of proving 
actions. As anyone is able to create new types of 
PATs (stage 2), the system may face a flood of 
PATs. To navigate the token space and avoid ma-
licious tokens to gain traction, users co-curate to-
kens and promote the trustworthy ones. As any-
one is able to participate in token curation (stage 
3), more complex types of malicious behavior are 
thinkable. To counter them, a reputation mecha-
nism is put in place to steer how users gain power 
for co-governance over time.

COMPUTER SIMULATIONS

https://github.com/FuturICT2/FIN4Simulations/blob/master/Fin4_ABM.py
https://cadcad.org/
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In addition to being sustainable and scalable, the 
FIN4 system should also be resilient to unintend-
ed user behaviour. We use simulations to improve 
the cryptoeconomic design towards system sta-
bility and to avoid dynamics that may result from 
not fully accounting for the “human factor”. Our 
definition of an ideal stable system includes token 
creators with noble intent, tokens invulnerable to 
manipulation and users using the tokens as in-
tended. In contrast, bad situations can occur due 
to token creators with malicious intent, tokens vul-
nerable to manipulation or users cheating.

In our agent-based approach, we have human 
agents which fulfill certain roles (like token claim-
ers or token creators) and token-type agents. The  
FIN4 simulation code is open source and is based 
on time steps, using cadCAD, an open source tool 
for “complex adaptive dynamics computer-aided 
design”. At every time step, key variables are up-
dated through actions or policies.

The simulation configuration allows for study-
ing groups of human users as agents with cer-
tain predefined attributes (e.g. intentions, compli-
ance to rules or commitment for defining a type 
of token) or with random attributes. To bootstrap 
a token-based economy in a community, agents 
can define types of tokens that will be available 
for claiming or allow fellow agents to create their 
own tokens with a certain frequency (in time step 
terms).

In the following table we illustrate the iterative ap-
proach that the simulation concept is built on. The 
simulation follows the natural stages that users 
encounter when joining the Fin4 system and ac-
counts for the risks that occur at each stage.

The basic principle of FIN4 is that anyone can ac-
cess the system (stage 0). Depending on their in-
tentions, users may enter individually or as a car-
tel in a coordinated fashion to unduly influence 
the system. The main safeguard against this is to 
use blockchain technology: wallets and keys rep-
resent barriers and prevent user spamming (au-
to-registering many fake users). 

Once in the system (stage 1), all users can obtain 
Positive Action Tokens (PATs) at their own discre-
tion. The core problem here is cheating: users try to 
obtain tokens without doing the required actions. 
Therefore, an extendable set of proof mechanisms 
is put in place to support the process of proving 
actions. As anyone is able to create new types of 
PATs (stage 2), the system may face a flood of 
PATs. To navigate the token space and avoid ma-
licious tokens to gain traction, users co-curate to-
kens and promote the trustworthy ones. As any-
one is able to participate in token curation (stage 
3), more complex types of malicious behavior are 
thinkable. To counter them, a reputation mecha-
nism is put in place to steer how users gain power 
for co-governance over time.

COMPUTER SIMULATIONS
Stage Behavior Expectations Potential RisksFIN4 Principles

0

1

2

3

Mitigation Strategies

Anyone can  
access

Many join, users  
join in bursts  
(entire communities)

Users flood system  
with “fake accounts”  
(sybil attack on access)

Decentralized blockchain: 
each user needs wallet and 
crypto for using FIN4

Anyone can  
obtain Positive  
Action Tokens 
(PATs)

Many different PATs are 
obtained, a multi-dimen-
sional incentive system 
unfolds and develops

Users cheat to enrich 
themselves with PATs

Proof mechanisms: users 
need to prove to the system 
that they did actions

Anyone can  
create Positive  
Action Tokens

Dynamic, obtaining to-
kens happens more often 
than creating tokens

Spam of PATs in  
general, spam of  
malicious PATs

Token Registry: users co- 
curate list of trustworthy 
PATs (GOV token needed)

Anyone can  
curate Positive  
Action Tokens

Committed users  
successively gain  
influence to co-govern 
FIN4 system by accumu-
lating GOV tokens.

Users hoard GOV to-
kens to self-promote 
own PATs, attack other 
PATs in teams, or try  
to amass power.

Individual Reputation: no  
matter their PAT wealth, users 
need to build reputation over 
time to receive GOV tokens. 
Bad behavior results in reputa-
tion loss. (REP token needed)

https://github.com/FuturICT2/FIN4Simulations/blob/master/Fin4_ABM.py
https://cadcad.org/
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For the evaluation of the system’s state we identi-
fied a series of behavioural and design parameters 
and visualized them as dimensions of a three-di-
mensional parameter space (see figure below).

Obtainer compliance: 1 means that token obtain-
ers respect and fulfill the token proof type accord-
ing to the demands of the token creator. -1 means 
that all the users find a way to claim the token 
without doing the action for it, by finding the weak 
spot of the token proof and exploiting it.

Token robustness: 1 means that the token proof 
is so well designed that it has no weak spots that 
can be exploited, yet it is simple enough not to 
hinder users in their claim. -1 means that the to-
ken proof mechanism is flawed and individuals 
can claim tokens without doing the action the to-
ken was created for.

Creator intent: 1 means that the token creator has 
noble intent when creating the token like e.g., slow-
ing down climate change, feeding the poor, saving 
endangered species, etc. -1 means that the token 
creator is malicious in intent (usually focused on 
personal gain) for e.g. exploitation of users, public 
opinion manipulation for profit or destruction of 
private property.  

The “Ideal” region of the parameter space repre-
sents the best case in which the users are com-
pliant, the token types have robust proof mech-
anisms and the intention of the token creator is 
noble. The “Compliant Community” area is equiv-
alent to the ‘’Ideal’’ case only when all the users 
are compliant. The “Danger Zones” are the worst 
scenarios and they distinguish themselves through 
the malicious intent of the token creator that can 
be hidden from the token claimers. On the other 
hand, the “Road to Hell” area is populated by to-
kens created with good intentions that are abused 
or misused by the community. The “No Takeoff” 
regions and the “Swamp Area” have in common 
the lack of compliance of the users.

At this stage of the simulations, the token types 
that are created are mapped back to the parame-
ter space according to their attributes (robust or 
weak design) and the community profile (compli-
ance and intention). So far, this image is a static 
one. The next steps are to introduce reputation 
(and governance) tokens and the Token Curated 
Registry (TCR). Once human agents will vote for 
token types according to their interests and will 
challenge official tokens for the sake of the com-
munity (or their own gain) etc. the current static 
picture will become a dynamic one in which PAT 
types will move from one area in the parameter 
space into another. Our goal is to study these dy-
namics and to establish how we can keep tokens 
out of the “Danger Zones” and get as many as pos-
sible moved towards the top right corner (“Ideal”).  
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For the evaluation of the system’s state we identi-
fied a series of behavioural and design parameters 
and visualized them as dimensions of a three-di-
mensional parameter space (see figure below).

Obtainer compliance: 1 means that token obtain-
ers respect and fulfill the token proof type accord-
ing to the demands of the token creator. -1 means 
that all the users find a way to claim the token 
without doing the action for it, by finding the weak 
spot of the token proof and exploiting it.

Token robustness: 1 means that the token proof 
is so well designed that it has no weak spots that 
can be exploited, yet it is simple enough not to 
hinder users in their claim. -1 means that the to-
ken proof mechanism is flawed and individuals 
can claim tokens without doing the action the to-
ken was created for.

Creator intent: 1 means that the token creator has 
noble intent when creating the token like e.g., slow-
ing down climate change, feeding the poor, saving 
endangered species, etc. -1 means that the token 
creator is malicious in intent (usually focused on 
personal gain) for e.g. exploitation of users, public 
opinion manipulation for profit or destruction of 
private property.  

The “Ideal” region of the parameter space repre-
sents the best case in which the users are com-
pliant, the token types have robust proof mech-
anisms and the intention of the token creator is 
noble. The “Compliant Community” area is equiv-
alent to the ‘’Ideal’’ case only when all the users 
are compliant. The “Danger Zones” are the worst 
scenarios and they distinguish themselves through 
the malicious intent of the token creator that can 
be hidden from the token claimers. On the other 
hand, the “Road to Hell” area is populated by to-
kens created with good intentions that are abused 
or misused by the community. The “No Takeoff” 
regions and the “Swamp Area” have in common 
the lack of compliance of the users.

At this stage of the simulations, the token types 
that are created are mapped back to the parame-
ter space according to their attributes (robust or 
weak design) and the community profile (compli-
ance and intention). So far, this image is a static 
one. The next steps are to introduce reputation 
(and governance) tokens and the Token Curated 
Registry (TCR). Once human agents will vote for 
token types according to their interests and will 
challenge official tokens for the sake of the com-
munity (or their own gain) etc. the current static 
picture will become a dynamic one in which PAT 
types will move from one area in the parameter 
space into another. Our goal is to study these dy-
namics and to establish how we can keep tokens 
out of the “Danger Zones” and get as many as pos-
sible moved towards the top right corner (“Ideal”).  

3D Parameter Space
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50FIN4: Demonstrator

Globally, we face what we could describe as a 
misalignment of goals and incentive structures. 
There are some common goals with respect to 
sustainability: the United Nations Sustainable 
Development Goals and the Paris Agreement. 
But while agreeing on a joint set of supranation-
al goals is certainly important, it marks only the 
first step in a longer transition.

How do global goals translate into individual in-
centives and actions? The classic pillar builds on 
the concept of nation states, which internalize the 
global targets and integrate them into their national 
legislation. This regulation-based approach is un-
doubtedly the most commonly considered when 
discussing the need for more sustainability, but it 
seems to be too slow. 

Another pillar is to build on (mostly voluntary) 
contributions and the self-restraint of global cor-
porations, which also hasn’t worked so far. It has 
become clear that these pillars alone are insuffi-
cient to make our world more sustainable quickly 
enough.

We therefore propose a third pillar, based on 
“co-opetition” – i.e. individual contributions that 
are coordinated and assisted digitally, which is 
the basis of the FIN4 system and the Climate City 
Cup.
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51FIN4: Demonstrator

Globally, we face what we could describe as a 
misalignment of goals and incentive structures. 
There are some common goals with respect to 
sustainability: the United Nations Sustainable 
Development Goals and the Paris Agreement. 
But while agreeing on a joint set of supranation-
al goals is certainly important, it marks only the 
first step in a longer transition.

How do global goals translate into individual in-
centives and actions? The classic pillar builds on 
the concept of nation states, which internalize the 
global targets and integrate them into their national 
legislation. This regulation-based approach is un-
doubtedly the most commonly considered when 
discussing the need for more sustainability, but it 
seems to be too slow. 

Another pillar is to build on (mostly voluntary) 
contributions and the self-restraint of global cor-
porations, which also hasn’t worked so far. It has 
become clear that these pillars alone are insuffi-
cient to make our world more sustainable quickly 
enough.

We therefore propose a third pillar, based on 
“co-opetition” – i.e. individual contributions that 
are coordinated and assisted digitally, which is 
the basis of the FIN4 system and the Climate City 
Cup.

FIN4: DEMONSTRATOR
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TAKE ACTION

OBTAIN 
TOKEN
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CLAIM

Education
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CREATE 
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GIVEN BY
- Sensors
- Social environment
- Third party data

https://climateactiontracker.org/countries/
https://climateactiontracker.org/countries/
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In order to develop this rapidly, accompanied by 
basic research in the respective fields, FuturICT 
2.0 has proposed to develop a FIN4 demonstrator. 
This demonstrator should show that, with modern 
technology, it is feasible to create an environment 
that fosters sustainability without compromising 
individual freedom and subsidiarity. According to 
the original application, the FIN4 demonstrator is 
to investigate and build basic functionality such 
as the following:

• The ability to create bottom-up money similar 
to Bitcoin

• The conceptual framework of a multi-dimen-
sional finance system (with multiple curren-
cies representing various environmental, so-
cial and other kinds of values and costs)

• The use of this framework to price and trade 
externalities of different kinds

• A framework for a suitable feedback and in-
centive system to enable a favourable (self-)
organization of socioeconomic systems

• The possibility of taxation and new opportu-
nities for the ECB to adjust parameters of the 
financial system, if necessary

• The circular and sharing economy

To achieve these goals, the following technologies 
and principles should be applied:

• Decentralized currencies and blockchain tech-
nology to make it possible to install reliable 
peer-to-peer contracts, allowing the creation 
of a direct and sustainable sharing economy

• Internet of Things and sensors to make it pos-
sible to measure externalities and build the 
circular economy, with various externalities 
represented by different currencies which 
would complement the current monetary sys-
tem

• Specific community-based incentives to sup-
port the self-organization of complex systems 
and help them to evolve towards a circular 
economy; resources should be used more ef-
ficiently by promoting social cooperation and 
climate protection

• Research could be conducted in many areas. 
Among other fields, the team has explored 
DLT systems, (behavioural) economics, cryp-
toeconomic design, requirements design, 
proof mechanisms, identity and governance.
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TECHNICAL  
INFRASTRUCTURE
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54Technical  infrastructure – Overview

FIN4Xplorer contains two parts:

Smart contracts on the Ethereum blockchain – re-
quired for all the functionality

A frontend or web DApp client serving as an intu-
itive interface with the smart contracts

We opted to use the Ethereum blockchain as it 
meets our requirements as an open-source, pub-
lic blockchain that supports smart contracts. It’s 
also widely used and has plenty of resources and 
a large developer community.

Warning: nerd-speak!

The web3 technologies used in Finance 4.0

The smart contracts are written in Solidity 
and are deployed onto the Rinkeby testnet 
via truffle. The Rinkeby testnet is suitable for 
the development stage as it uses freely avail-
able tokens – unlike the Ethereum mainnet 
which requires tokens obtained through ex-
change or mining. We simulate the Ethere-
um blockchain using Ganache from truffle. 
To store media files required by certain proof 
types, we use IPFS via the Infura gateway. The 
Meta Mask digital wallet is used to connect 
desktop or mobile browsers to the Ethereum 
network. The frontend is a React app that 
uses drizzle from truffle to connect to the 
smart contracts on Ethereum. Learn more at  
https://fin4xplorer.readthedocs.io

OVERVIEW
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Try out our latest live version of  
FIN4Xplorer at https://demo.finfour.net.  

 
Visit https://www.finfour.net  

for more information.

https://fin4xplorer.readthedocs.io
https://demo.finfour.net
http://finfour.net


55Technical  infrastructure – Digital wallet and obtaining ether tokens

For the user, the key difference between a web 
DApp compared to Web 2.0 services is the need 
for a bridge to the blockchain – or a digital wallet.

The first task of a digital wallet is to connect to 
the blockchain network, either via a full node run 
by users themselves or via a gateway service like 
Infura. Its second task is to appear whenever the 
user wishes to write data to the blockchain.

The digital wallet we’re using for FIN4 is MetaM-
ask (metamask.io) which is available both as a 
browser extension for desktop (Chrome, Firefox, 
Opera and Brave) and as a mobile app (iOS and 
Android).

Once you have a digital wallet, you can follow the 
steps to create a new account or restore an ex-
isting account. While FIN4 is still under develop-
ment, don’t forget to switch from the Main Ethere-
um Network to the Rinkeby Test Network to try 
out our platform.

The last step before being able to use FIN4Xplorer 
is to acquire free ether test tokens for the Rinkeby 
network by using either:

• The authenticated faucet at faucet.rinkeby.io 
(requires a social media post)

• Our faucet server available for users with less 
than a threshold value: click Request Ether on 

   the demo.finfour.net landing page and wait 
for confirmation

When FIN4 deploys to the Ethereum mainnet, real 
ether (ETH) tokens or “gas” will be required for 
writing transactions to the blockchain. These to-
kens can’t be claimed from faucets (dispensers) 
for free; they have to be earned through mining 
or traded in exchange for other cryptocurrency to-
kens, fiat money or real assets.

DIGITAL WALLET AND OBTAINING 
ETHER TOKENS
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56Technical  infrastructure – Home

From here, you can access the Tokens and Claims 
tab from the navigation bar at the bottom. The 
three icons in the top right enable users to dis-
play a QR Code, refresh the page and show notifi-
cations. We’ll also look at the functionality of the 
boxes on screen further below.

Click here to enter the demo home page.

This tab allows users to create new tokens, as 
well as view further information about how they 
work and how to claim them.

Viewing a token opens a dedicated page showing 
details about the design and performance of the 
token.

See our step-by-step guide for creating a token.

The Claims tab follows the same layout as the 
Tokens tab. Here, you can submit new claims and 
view a list of previous claims.

Learn here how claims and proofs work.

HOME TOKENS CLAIMS
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https://fin4xplorer.readthedocs.io/en/latest/create-tokens.html
https://fin4xplorer.readthedocs.io/en/latest/claim-tokens.html
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https://demo.finfour.net/
https://fin4xplorer.readthedocs.io/en/latest/create-tokens.html
https://fin4xplorer.readthedocs.io/en/latest/claim-tokens.html


58Technical  infrastructure – Additional functionalities

The FIN4 platform also offers the following fea-
tures:

• Wallet – for displaying the user’s token bal-
ances

• Transfers – for sending tokens to other users

• Settings – containing “About” information, 
system settings, language preferences and a 
list of relevant smart contract addresses

• Token collections – an easy way to curate a 
list of tokens without the collective voting pro-
cess of the token curated registry

• User groups – to define admins of token col-
lections or participants in social proofs

• Inbox – for messages about pending approv-
als, reasons for proof rejection, system notifi-
cations and communication with other users

• Token curation – users with enough govern-
ance tokens (GOV) cannot only view but also 
curate the list of official positive action tokens 
(OPATs) in the token curated registry (TCR)

• TCR management – here, users can claim 
GOV from reputation tokens (REP) and opt to 
delegate some of their GOV to other users

• TCR Parameters – for collectively deciding on 
changes to parameters of the TCR itself

ADDITIONAL FUNCTIONALITIES
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FIN4XPLORER:  
DEMONSTRATING THE  
FIN4 DESIGN SPACE

Photo by Ricardo Esquivel from
 Pexels
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60FIN4Xplorer:  Demonstrating the  FIN4 design space – Phase 1: SLIC –  Slick but centralized

Our initial version performed all blockchain in-
teractions via a server. This architecture offered 
the convenient, demo-friendly advantage that us-
ers can sign up easily (with just a nickname) and 
participate in creating and claiming tokens within 
moments of accessing the web application.

The drawback, however, is that it does not live up 
to the standards of a distributed project. The use 
of a centralized server and custody of users’ pri-
vate keys create vulnerability to attack, while also 
teaching new users a seriously flawed concept.

We had a responsibility to get it right, since many 
of our users’ first contact with blockchain tech-
nology would be through our DApp. Setting up and 
using a digital wallet will therefore be necessary 
to participate in our system.

    

A team of five volunteers completely reimplement-
ed the system to address this issue and come up 
with a decentralized solution. Their task was to 
focus on the mechanisms required to link a pos-
itive action in the real world with a token balance 
– i.e. the steps for making claims that are proved 
in several different ways.

Our FIN4 demonstrator software progressed through several develop-
ment phases before reaching its current state.

PHASE 1: SLIC –  
SLICK BUT CENTRALIZED

PHASE 2: FAB5 –  
“FABULOUS FIVE”
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61FIN4Xplorer:  Demonstrating the  FIN4 design space – Phase 3: XPLR – Explorer

One member of the "Fabulous Five" continued to 
work on the system, integrating two more signif-
icant contributions from a student thesis. These 
had been developed in parallel with the FAB5 re-
implementation.

Another volunteer worked on a smart contract 
serving as a boilerplate for creating the different 
base versions of tokens that we outlined in the tax-
onomy paper. Supporting these in our DApp was 
a key step towards enabling the breadth of token 
economies we envision.

Another major building block came in the form of 
the token curated registry (TCR). A TCR allows an 
anonymous group of economically incentivized 
users to maintain a list of entries by submitting 
votes or challenges. We use this tool in our gov-
ernance layer for maintaining the list of official po-
sition action tokens (OPATs).

What’s more, this phase saw the introduction of 
more new features including the ability to create 
user groups, token collections, messages, our own 
ether faucet, and QR Codes, as well as to transfer 
token balances.
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62FIN4Xplorer:  Demonstrating the  FIN4 design space – Outlook

Our roadmap envisages many more features for 
FIN4.

For instance, a campaigning tool that enables 
claimers to be rewarded with tokens if the num-
ber of claimed tokens in that collection reaches a 
certain threshold value.

Another significant extension will be liquidity to-
kens as a way to harness the network effects when 
making pre-existing token networks available in 
the FIN4 ecosystem and thus giving more credit 
and trustworthiness to individual token projects.

In terms of the proof types available, we intend to 
extend the range of IoT sensors that can be used 
as automatic approvers via an API-style interface. 

We may also add logical rules to social proof 
mechanisms – for example, a claim may be proved 
if more than half of a certain group of users ap-
proves.

As the number of token types increases within the 
system, users should also have more and more 
tools to distinguish or brand their collections, us-
ing colour schemes, logos and keyword discov-
ery.

We also envision tools for facilitating token trad-
ing between users.

As the FIN4 ecosystem grows and develops, so 
too will its functionality.

OUTLOOK

Ph
ot

o 
by

 D
an

ie
l K

or
pa

i o
n 

Un
sp

la
sh



63

IDENTITY AND GOVERNANCE
FIN4 aims to create an open-source, distributed platform for communities willing to in-
centivize sustainable actions. Sustainability, privacy and individual freedom are key to 
the platform. FIN4 therefore incorporates different types of identity and distributed gov-
ernance on multiple levels.

But how do participants identify themselves? To what extent can reputation replace ID? 
How can we prevent malicious use and accumulation of power? And how can we assure 
participation in governance and meaningful debates?

These questions are far from trivial and can be approached from different perspectives.
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64Identity and governance – Blockchain governance and practical implications

Code – and any implementation of block-
chain-based governance – is always embedded 
in a social context. Every DLT project is nestled in 
a political reality, with laws and decision-making 
procedures, and can’t be seen as fully independ-
ent. Whenever we talk about on-chain governance 
within FIN4, we see the decisions taken as part 
of a greater social system. And these actions and 
decisions are bound to the same rules, laws and 
regulations as other projects.

Nevertheless, blockchain-based systems allow us 
to support a power shift from central top-down 
structures to federalist bottom-up communities. 
So they don’t simply cement the status quo. To-
day, DLT systems can often incorporate process-
es resembling consultative democracy.

In the case of FIN4, our goal is to implement a di-
rect democratic voting system linked to the repu-
tation system which is inherent to the platform. 

Reputation tokens lead to voting rights that can 
be exercised in all kinds of decisions at different 
levels – from token curated registries to substan-
tial decisions about the future direction of FIN4.

We attempt to solve a number of issues when 
translating reputation tokens into voting tokens. 
Firstly, we want reputation to influence voting 
power. Users with a longer history of honest inter-
action with the system should enjoy more power. 
But how much more?

To prevent an unbalanced distribution of power and 
a dictatorship of a minority, or even a majority, we 
propose two mechanisms: quadratic voting and a 
hard cap on reputation tokens. What’s more, vot-
ing tokens used for voting on system parameters 
and functions aren’t returned to users, but instead 
burned. This means users would have to carefully 
consider when to spend voting tokens.

For decisions with a smaller scope, such as voting 
on which tokens to include in the TCR, we could 
introduce another type of token – TCR tokens. 
These could have different qualities compared to 
the voting tokens above. For example, they may be 
uncapped and returned to users who win a vote. 
They could also be transferable.

Voting pools could represent different communi-
ties and would help to ensure the regular user is 
not overloaded with too many voting options.

BLOCKCHAIN GOVERNANCE AND PRACTICAL IMPLICATIONS
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66Identity and governance – Governance layer

Our governance layer is required to align user in-
centives towards the creation and maintenance 
of token economies. It offers mechanisms that 
allow users to collectively decide on which to-
kens to include as official FIN4 tokens and which 
to reject.

Any system that permits users to submit new to-
ken proposals will sooner or later face the problem 
of how to deal with spam or “malicious tokens”. 
Rather than erecting rules or barriers to restrict 
token creation, our design utilizes the innovative 
capacity of independent token proposals. Every 
token idea is welcome, but adoption as an official 
FIN4 token requires a sufficiently large share of 
users to approve the proposal. All users collabo-
rate to co-maintain a list of official FIN4 tokens in 
a token curated registry – or TCR.

GOVERNANCE LAYER
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67Identity and governance – Governance layer

Our governance layer is required to align user in-
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new TokenCuratedRegistry 
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TCR Diagram courtesy of  
Dimitri De Joghe



68Identity and governance – Reputation

The purpose of the reputation tokens is to help 
pseudonymous users trust each other in order to 
interact effectively on the platform. Reputation 
reflects the positive, platform-sustaining actions 
performed by a user, and not their current balance 
of positive action tokens. This would otherwise in-
troduce bias to the reputation system.

With FIN4, users earn reputation tokens by carry-
ing out actions that support and strengthen the 
entire ecosystem. For example, these actions can 
include the active obtaining of positive action to-
kens (zero or low REP reward), participating in 
proof mechanisms or certain governance mecha-
nisms (medium reward), and successfully propos-
ing official tokens (high reward). In addition, devel-
opers should be able to get reputation rewards for 
contributing to the technical development of the 
platform.

It should also be possible for users to lose rep-
utation tokens. However, this mechanism is still 
under development.

Tokens based on reputation – as a form of quali-
fied money – sometimes raise concerns. Howev-
er, it is important to realize that money is already 
judged in this way when we shop online. Factors 
such as location, type of computer and other per-
sonal qualifiers are used to discriminate among 
different kinds of online consumers. We therefore 
already have reputation systems in our current 
economic system. FIN4 utilizes reputation not as 
a mechanism to discriminate among users, but 
to discourage bad actors and thereby secure the 
platform. What’s more, it’s opt-in nature and dem-
ocratic voting give it legitimacy.

REPUTATION
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69Identity and governance – Identity

Our idea is to keep the system open so users can 
connect their digital IDs from other providers. 
Within the FIN4 system, a username linked to an 
Ethereum address and a reputation score could 
be entirely sufficient as ID. But if FIN4 should also 
allow you to receive tokens tied to a specific cit-
izenship or residency (such as for local recycling 
tokens in exchange for free museum admission), 
we could imagine using other forms of ID to vali-
date claims to certain tokens. It might be benefi-
cial if the system were compatible with complete-
ly self-sovereign or government-validated digital 
identity systems.

The ultimate goal of FIN4 is to develop a system 
design that maximizes privacy (self-sovereign dig-
ital ID), and ensures equality (caps and quadrat-
ic voting), honesty (reputation) and participation 
(accessibility).
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PROOF MECHANISMS
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71Proof mechanisms

Our goal is to create an open-source, distributed 
platform that allows communities to incentivize 
sustainable actions using positive action tokens.

Users can browse the available FIN4 tokens and 
see which actions can be carried out in order to 
earn the respective tokens. After performing the 
relevant action (planting a tree, collecting litter or 
similar), the user needs to submit proof that they 
actually completed the required action.

But how do we prove actions? How can we incen-
tivize users to report actions truthfully? And how 
can we ensure reliable data is delivered by sen-
sors?

This is where proof mechanisms come in.

Token creators on the FIN4 platform will be able 
to choose from a range of default proof mecha-
nisms for their incentivized actions.

These proof mechanisms could include social 
proofs – requiring other platform users to verify 
the claims – as well as sensor proofs and oracles 
based on third-party data. Combinations are also 
possible.

Whenever we need to prove something – in every-
day life or within the FIN4 system – there’s a trade-
off between certainty and usability. With FIN4, 
proving actions represents a particular challenge. 
A good balance needs to be found between the 
effort required and the certainty of proving ac-
tivities. These proof mechanisms also need to be 
carefully adapted to each individual token type.

For example, a token for promoting a reduction in 
noise level will use different proofs (including sen-
sors) compared to a token for community cleanup 
events.

PROOF MECHANISMS
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72Proof mechanisms

One proof type is the sensor proof, which can di-
rectly measure sustainability data. It requires the 
least human input and can potentially democratize 
provision of and access to data, thereby promot-
ing the value of decentralization while also maxi-
mizing efficiency in the proof process.

Ideally, data fed into FIN4 should come from direct 
measurement sources. Social proofs only come 
into play whenever objective measurements are 
unavailable. Third-party data could be used where 
data can’t be generated directly within the FIN4 
system.

Combinations of proofs will be required to make 
it more difficult to game the system. Redundancy 
can be used in this way to increase the reliability 
of a proof. This is also true in the case of sensors, 
where a single measurement device may be sub-
ject to errors.

With social proofs, we generally rely on a testimo-
nial provided by an individual or a group of (typical-
ly unrelated) people. While users may be able to 
testify for themselves (auto proof), using a pass-
word, signature or similar, we mainly want to work 
with testimonials provided by others. The more 
users testify to a claim, the more reliable the so-
cial proof becomes. 

But this also needs to be reconciled with the de-
creasing efficiency this entails. What’s more, so-
cial proofs should be straightforward for random 
users to verify.

Both individual and group proofs can be based on 
location, certain skills in a specific area or also 
unrelated to location or subject. Testimonial pow-
er can also be linked to user reputation.

But what happens if two validators don’t agree?

A third validator with a high reputation could be in-
volved to act as tie breaker. The third validator as 
well as the one they agree with would receive the 
regular reputation tokens. 

Conversely, the user who submits false evidence 
would lose reputation tokens. However, the defeat-
ed validator may appeal the decision by staking 
more reputation tokens. An additional validator 
would then be called upon to make the final de-
cision, with the process continuing in this way if 
further appeals are submitted.

Honey pots involving fake proof tasks could also 
be used to catch out bad actors and decrease their 
reputation tokens.

These mechanisms may help maintain the integ-
rity of the FIN4 system, while also striking a bal-
ance between usability and reliability.
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75THE FIN4 JOURNEY

At the heart of FuturICT 2.0, our dedicated team 
at the ETH Zurich node began to work on FIN4, 
which could enable us to advance sustainable so-
cieties through a bottom-up and self-organizing 
approach.

Our goals were highly ambitious – creating a FIN4 
community, building a demonstrator on nascent 
technology and combining research with develop-
ment. We therefore had to be resourceful, plan-
ning communication, events and coding cycles 
in a way that allowed us to get the most out of 
the three years. Involving bachelor’s, master’s and 
doctoral students was also a priority.

Together with our valued partners, we organized 
the BIOTS Blockchain & IoT School, later becom-
ing the BETH Blockchain School for Sustainabil-
ity. Students received education in DLT systems, 
coding and sustainability topics for two days and 
then worked on their own proofs of concept over 
another two days, before presenting them in class. 

This programme was so successful that it was 
regularly oversubscribed and produced excellent 
use cases. Many of these students subsequently 
found blockchain-related jobs or stayed to write 
their bachelor’s or master’s thesis with us.

FuturICT 2.0 progressed by establishing the global 
Climate City Cup. This programme is aimed at in-
dividuals around the world who wish to help tack-
le climate change at the city level, without waiting 
for regulations. People can report data in five dis-
ciplines and collaborate to improve the sustaina-
bility of their living environment. The first Climate 
City Cup was held from mid-July to mid-Novem-
ber 2019. It is planned to run every second year. 
Find out here how to participate.

Almost ten years ago, the original FuturICT pro-
ject was selected to be the first European Union 
official flagship pilot. Its goal was to understand 
and manage complex, global, and socially interac-
tive systems, focusing on sustainability and resil-
ience. By integrating ICT, complexity science and 
social sciences, it was intended to promote a par-
adigm shift, facilitating a symbiotic co-evolution 
of ICT and society. Leveraging data from complex, 
global ICT systems would enable the development 
of models of techno/socio-economic systems. In 
turn, insights from these models would shape a 
new generation of socially adaptive, self-organ-
ized ICT systems.

Following on from these flagship pilots, FLAG-
ERA issued transnational calls for building com-
munities to kick-start disruptive, new, large-scale 
research in Europe. FuturICT 2.0 submitted a pro-
posal and was accepted for funding, commencing 
in February 2017 for a 4-year period.

THE FIN4 JOURNEY

https://futurict2.eu/
https://coss.ethz.ch/education/BETH.html
https://coss.ethz.ch/education/BETH.html
https://github.com/FuturICT2/BETH-2019
https://github.com/FuturICT2/BETH-2019
https://climatecitycup.org/
https://climatecitycup.org/#Participate
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77Communication

The FuturICT 2.0 website

Our website is updated on an ongoing basis and 
features regular new content and image

The FuturICT 2.0 newsletter

We occasionally send out interesting newsletters 
to the FuturICT community. Subscribe here.

The FuturICT 2.0 YouTube channel

We released our FuturICT2.0 project summary vid-
eo in July 2018. Since then, we’ve added 26 videos 
to our channel. Watch here.

The FuturICT 2.0 Twitter account

We’ve tweeted over 500 posts on our Twitter chan-
nel and attracted around 600 followers. Follow us.

The FuturICT 2.0 “Future in Practice” podcast

A podcast was recorded covering the FIN4 con-
cept on aess-bar.ch, a project tackling food waste

From the very beginning, FuturICT 2.0 has strong-
ly emphasized the importance of outreach. As a 
project supported by FLAG-ERA to form new com-
munities around an upcoming technical research 
field, our goal was to reach both interested sci-
entists as well as representatives of civil society, 
and leverage their interest for the major theme of 
sustainability technology.

To have an impact, we realize that we also need 
to reach out to a broader public, as well as opin-
ion leaders and governmental institutions, raising 
their awareness for our strategies to enable a sus-
tainable and resilient society.

We activated the following channels to distribute 
content based on scientific research and informa-
tion about events:

COMMUNICATION

https://futurict2.eu/
http://eepurl.com/geixVz
https://www.youtube.com/channel/UCmoNDjmboPxYDlxOWcVEZAg
https://twitter.com/futurict2?lang=en
https://soundcloud.com/futureinpractice
https://futurict2.eu/
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79Scaling up the  Climate City Cup

The aim of the Climate City Cup is to improve ur-
ban sustainable development around the globe, 
currently with registered partner cities in Austria, 
Finland, Germany, India, Mali, Portugal, Slovenia, 
Spain, Sri Lanka, Switzerland, Turkey and the Unit-
ed States.

The Climate City Cup allows registered contribu-
tors living in cities to compete in five disciplines:

• Air quality and reducing pollution

• Increasing flight compensation  
(carbon offsetting)

• Mobility and commuting practices

• Circular economy and reducing food waste

•  Energy consumption

In November 2019, the first Climate City Cup 
awards ceremony was held in Zurich. 153 partici-
pants took part in 44 cities, generating more than 
20,000 data points on sustainability.

Five awards were given to sustainability champi-
ons in the above disciplines. Impressive success 
was demonstrated across the board. For exam-
ple, the city of Bonn claimed the first prize in the 
mobility ranking, having improved the sustainable 
proportion of participants’ commuting habits from 
53% in July-August to 83.4% in August-November 
2019!

Building on this success, the Climate City Cup 
seeks to run every two years. You too can take 
part!

The FuturICT 2.0 team further supports the goals 
of FIN4 by running a sustainable development in-
itiative, the Climate City Cup.

Following the model of the Olympic Games, the 
Climate City Cup encourages friendly competi-
tion based on collaboration, where citizens from 
different cities aim to develop open-source solu-
tions to improving the sustainability of their city. 
The programme fosters collective intelligence and 
provides a platform for knowledge sharing and ex-
change, while building bridges between commu-
nities working towards sustainable development.

SCALING UP THE CLIMATE CITY CUP
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53% in July-August to 83.4% in August-November 
2019!

Building on this success, the Climate City Cup 
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part!

The FuturICT 2.0 team further supports the goals 
of FIN4 by running a sustainable development in-
itiative, the Climate City Cup.

Following the model of the Olympic Games, the 
Climate City Cup encourages friendly competi-
tion based on collaboration, where citizens from 
different cities aim to develop open-source solu-
tions to improving the sustainability of their city. 
The programme fosters collective intelligence and 
provides a platform for knowledge sharing and 
exchange, while building bridges between com-
munities working towards sustainable develop-
ment.

SCALING UP THE CLIMATE CITY CUP
The Climate City Cup comprises a task force with 
representatives from the following organizations:

•   ETH Zurich

•  Open Geneva

•  Complexity Science Hub Vienna

•  Climate-KIC

•  United Nations Framework Convention on Cli-
mate Change

•  GLOCHA

•  ICLEI Local Governments for Sustainability

•  Vios

•  TIA Summit

•  Compell.io

•  Isinnova

Plus selected individuals
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82Events & Awards

During the second half of the week, student teams 
participated in the hackathon to develop practical 
solutions to six challenges. The event concluded 
with finalists presenting their impressive ideas to 
the BETH jury.

Thanks to cooperation with MyClimate, the event 
was also completely carbon-neutral!

FuturICT 2.0 Forums

We organized a FuturICT 2.0 Forum in February 
and a second forum in November 2019, where we 
introduced the FIN4 platform to a broader public. 
Participants were also able to try out the demon-
strator and create their own token proposals.

These interactive forums also covered the under-
lying sustainability challenges, digital democracy 
and citizen empowerment.

FIN4 is a participatory platform which promotes 
and incentivizes voluntary action in pursuit of 
sustainable goals that are important to the com-
munity. The community is therefore key.

To kick-start this community development as well 
as raise awareness for our platform, we have or-
ganized a range of events:

BETH Hackathon

In February 2019, the Blockchain School for Sus-
tainability (BETH) gave 150 students from ETH Zu-
rich and more than 25 countries around the world 
the opportunity to learn about and get hands-on 
experience with blockchain and the Internet of 
Things, addressing sustainability challenges.

The first half of the week included engaging lec-
tures and sessions on developing decentralized 
Ethereum applications as well as on how to use 
the FIN4 platform. 

EVENTS

Further events

We’ve also organized and engaged in a wide range 
of other events including:

• Workshop on Reinventing Society in the Digital 
Age (CSH, Vienna)

• BlockchainX Workshop on E-Identity (ETH, Zu-
rich)

• Press Conference: How Could Blockchain 
Technology Contribute to Paris Agreement Im-
plementation? (UNFCC, Bonn)

• 3rd International Workshop on Data-Driven 
Self-Regulating Systems (University of Arizo-
na, Tucson)

• Hack4Climate (Bonn)

• FuturICT 2.0 Default Proof Mechanisms Work-
shop (Zurich)

And many more!

https://drive.google.com/drive/folders/1iZkE_zu8HIFe8bv5KX83srkZULNGfH-w
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83Events & Awards

For our work on FIN4 and related topics, the Fu-
turICT 2.0 team and other contributors have been 
honoured with a number of awards and accolades. 

See here for a full list of awards.

AWARDS

https://coss.ethz.ch/about/awards.html
https://coss.ethz.ch/about/awards.html
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85Use cases – Use cases

Collaboration with both of these projects is in pro-
gress. The Blockchain School for Sustainability, 
organized by the FIN4 team, gave several student 
groups the opportunity to explore the use cases 
and propose proofs of concept and prototypes to 
address the challenges of the two projects.

What’s more, the FIN4 team is engaging in dia-
logue with a range of other projects to potentially 
include as field partners once the demonstrator is 
mature enough to support a self-onboarding pro-
cess.

World Wide Fund for Nature (WWF)

WWF Romania’s “Wild AI” project aims to combine 
nature conversation with socioeconomic develop-
ment in the Carpathian region as part of efforts to 
reintroduce bison to the wild.

FIN4 offered ideas in a workshop in autumn 2018 
about how a token-based incentive system could 
help align the interests of impact investors, local 
communities and hunters, as well as WWF Roma-
nia.

Keep It Small and Simple (KISS)

KISS is a non-profit time bank project in Zug and 
six other Swiss cities. The organization is inter-
ested in piloting blockchain technology to make 
it easier to obtain time vouchers as tokens and 
also reduce errors. The scheme aims to address 
the challenges of demographic transformation in 
society, sustainably reducing costs by allowing 
members to continue living at home longer while 
also receiving important support.
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Try out our latest live version of  
FIN4Xplorer at demo.finfour.net.  

Visit finfour.net for more information.

https://www.worldwildlife.org/
https://fondation-kiss.ch/
https://demo.finfour.net
http://finfour.net


86

FUTURICT 2.0 RESEARCH 
INTERSECTING WITH FIN4

Ph
ot

o 
by

 X
XX

X 
on

 p
ex

el



87FuturICT 2.0 research intersecting with FIN4

In Belgium, our FuturICT 2.0 partners published 
work on modelling structures and predicting dy-
namics. 

Our Italian partner presented an agent-based mod-
el of paper publication and consumption which al-
lows the scientific community to assess the effect 
of two different evaluation mechanisms, peer re-
view and reputation, on the quality of manuscripts.

Further research has explored the establishment 
of spheres of influence on Twitter, as well as de-
mocracy in the age of Big Data and artificial intel-
ligence.

Apart from engaging with many scien-
tists and DLT projects around the world, the  
FuturICT 2.0 team has also been working on a di-
verse range of topics over the full funding period.

View the full list here.

For instance, our Latvian node has been advanc-
ing the acceptance of socio-technical systems 
and the use of sustainability assessments – such 
as for designing bicycle networks. 

Our French partner has written about the anatomy 
of the web of trust, gossiping and opinion dynam-
ics as well as social influence models.

FUTURICT 2.0 RESEARCH  
INTERSECTING WITH FIN4
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https://www.zotero.org/groups/2106263/futurict2.0/library
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89Outlook:  Where to go from here? – Overview of the various  Finance 4.0 research projects

We’ll then be ready to apply the concepts and ap-
plication to larger-scale experiments, which EIT 
Climate-KIC plans to roll out as part of the DD-LT 
phase (“Deep Demonstration on Long-Termism”).

As a FLAG-ERA project supported by SNF, Fu-
turICT 2.0 initiated the work on the core socio-eco-
logical incentive system – FIN4. FuturICT 2.0 has 
created related concepts, released an initial soft-
ware demonstrator and spread the idea within ac-
ademia and beyond.

The two FIN4Plus and FIN4Xplorer projects are 
supported by EIT Climate-KIC. They initiated a 
co-design process where the ideas and concepts 
flow into the EIT Climate-KIC strategy for running 
demonstrations. What’s more, the initial demon-
strator software has been completely overhauled, 
incorporating all the different modules into a sin-
gle, coherent and decentralized application ready 
for small-scale, experimental use.

In the EXPOMONDES (“Exploring the Post-Mone-
tary Design Space”) project, the FIN4Xplorer ap-
plication will be trialed in a series of experiments 
with real communities, generating feedback from 
real users to help refine the software design and 
functionality. This will enable a subsequent re-
lease based on these insights.

The first three projects have given us basic con-
cepts and tools for FIN4. EXPOMONDES will pro-
vide further solutions based on external validation 
through experimentation. And DD-LT will seek to 
make the platform fit for real-world use on a larg-
er scale.

OVERVIEW OF THE VARIOUS  
FINANCE 4.0 RESEARCH PROJECTS

https://www.climate-kic.org/
https://www.climate-kic.org/
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OVERVIEW OF THE VARIOUS  
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FIN4Plus (EIT climate-KIC – 65k€)
Co-Designing the Deep Demonstration Long-Termism

Jun 2019 to Dec 2019

FIN4Xplorer (EIT climate-KIC – 65k€)
Completing the Finance4.0 demonstrator

Jun 2019 to Dec 2019

FuturICT2 (EU FLAG-ERA – 2.6M€ overall/1M€ Fin4 specific)
Developing idea and core concept of Finance 4.0

Feb 2017 to Jan 2021

EXPOMONDES (EIT climate-KIC – 140k€)
Testing and refining FIN4Xplorer in the wild

Jan 2020 to Dec 2020

DD-LT 2020* (EIT climate-KIC)
Using FIN4Xplorer for real Deep Demonstrations

planned in late 2020

https://www.climate-kic.org/
https://www.climate-kic.org/


91Outlook:  Where to go from here? – Systems innovation

Learning by doing leads to action; experience, ex-
ploration and making sense of multiple connect-
ed experiments and demonstrations can generate 
alternative business and industrial models.

Understanding and using the properties of sys-
tems is key to transformation. Cities, land use, 
materials, finance and human societies are all 
complex adaptive systems with self-transforming 
properties; they change dynamically in response 
to different interventions.

Accelerating systemic change with innovation 
means connecting a supply of innovation with 
demand-side actors: problem owners and those 
with high ambition for change. A demand-led ap-
proach starts by identifying the complexity of the 
problem and the necessary scale for intervention.

We consider innovation at the systems level as a 
means of advancing the sustainability transfor-
mation. Systems innovations refer to integrated 
and coordinated interventions in economic, po-
litical and social systems, throughout entire val-
ue chains, using a portfolio of experiments. This 
approach is designed to produce viable pathways 
to change by identifying options as well as so-
cial and behavioural inflection points, and scaling 
transformative solutions.

Systems innovation recognizes that:

A portfolio approach enables us to learn fast and 
reduces risks associated with transformation, uti-
lizing a spread of options for exploring ways for-
ward.

SYSTEMS INNOVATION
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92Outlook:  Where to go from here? – Deep demonstrations:  showing what is possible

Deep demonstrations of the potential of this 
change are central to the transformation we’re 
trying to achieve and are essential for providing 
inspirational examples of what’s possible. These 
start with a demand-led approach, working with 
city authorities, regional bodies, governments and 
industry leaders committed to a transformation to 
net zero emissions and a resilient future.

Taking a systems innovation approach, we match 
this demand with supply, utilizing the full force of 
our innovation community to take multiple levers 
of change simultaneously by rapidly testing op-
tions.

EIT Climate-KIC has initiated eight deep demon-
strations to cover a wide range of challenges.

DEEP DEMONSTRATIONS:  
SHOWING WHAT IS POSSIBLE
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 •  Healthy, clean cities

•  A just transition for Europe’s heavy  
industrial and coal regions

•  Net zero, resilient maritime hubs

•  Circular, regenerative economies

•  Forging resilience in Europe’s most  
vulnerable regions

•  Long-termism in investments

•  Turning regional landscapes from carbon 
sources to carbon sinks

•  Reforming food systems and meat-based 
diets

Our FIN4plus and FIN4Xplorer projects form 
part of the deep demonstration on long ter-
mism.

Deep demonstrations
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93Outlook:  Where to go from here? – Deep demonstration on long-termism

From 2020 onwards, we’ll continue to contrib-
ute to DD-LT with EXPOMONDES (Exploring the 
Post-Monetary Design Space), building incentive 
systems that go beyond current monetary sys-
tems.

During this project, we’ll leave the lab and work 
hands-on with our field partners on experiments 
in real environments. 

The DD-LT design group has collaborated to cre-
ate concepts, frameworks and designs that will 
flow into a portfolio brief to invite participants to 
the upcoming deep demonstration which com-
mences later in 2020.

One of the group's main tasks is to define five ar-
eas of action for formulating and testing hypothe-
ses in 2020 and beyond.

For instance, we’re partnering with KISS to exper-
iment with a multi-token time bank system for so-
cial work. We’ll also experiment with collective in-
centive designs and more complex token systems 
for WWF Romania and Switzerland. Many more re-
al-world experiments are in the pipeline including 
Fridays for Future Zurich, allowing us to facilitate 
this sustainability transformation across multiple 
contexts.

DEEP DEMONSTRATION ON LONG-TERMISM

https://fondation-kiss.ch/
https://www.worldwildlife.org/
https://www.fridaysforfuture.org/
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DEEP DEMONSTRATION ON LONG-TERMISM

AREAS  
OF  

ACTION

AoA#1
RESET THE RULES  
OF THE GAME 
THROUGH POLICY

AoA#4
ENABLE COLLECTIVE 
ACTION & CREATE NEW 
DEMOCRATIC SPACES 
TO CREATE THE GROUND 
SWELL PRESSURE FOR 
CHANGE

AoA#5
SHIFT CULTURE 
AND NARRATIVES 
TO PROMOTE  
LONG TERM  
MINDSETS

AoA#2
RETHINK NOTIONS 

OF VALUE TO RE-
FORM THE FINAN-

CIAL SYSTEM

AoA#3
EMPOWER  

INDIVIDUALS  
THROUGH  

INFORMATION  
TRANSPARENCY,  

CAPACITY BUILDING  
& BEHAVIOUR CHANGE     

https://fondation-kiss.ch/
https://www.worldwildlife.org/
https://www.fridaysforfuture.org/
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96Summary

We therefore propose a new approach for achiev-
ing sustainability, based on voluntary individual 
contributions with real-time feedback. (See: FIN4 
Framework)

If we want to compare the options, a digitally em-
powered participatory society is perhaps harder 
to reach, but expected to be much more resilient 
and more successful in the long run than a top-
down controlled society.

With the FIN4 system and the associated demon-
strator, FuturICT 2.0 has shown that it is techni-
cally feasible to introduce a distributed system for 
incentivizing sustainability. 

At numerous events and during the first edition 
of the Climate City Cup, hundreds of scientists, 
companies and individuals around the world have 
demonstrated their interest in this approach.

In subsequent projects further developing the 
FIN4 concept, new partners are expected to join 
the movement and help establish a new pillar in 
international sustainability action.

The world faces a set of major sustainability is-
sues – global inequality, financial crises, overcon-
sumption and conflict for natural resources.

On a global level, we observe a misalignment of 
goals and incentive structures. There are some 
common goals with respect to sustainability: the 
United Nations Sustainable Development Goals 
and the Paris Agreement. But while agreeing on a 
joint set of goals in a supranational context is cer-
tainly important, it represents just a first step in a 
longer transition.

SUMMARY
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SUMMARY

Enabled Participatory SocietyTop-down Steered Society

Decision making

Strategy

Operational mode

Resource use mitigation

Personal freedom

central distributed

big data /  
machine learning

co-creation /  
collective intelligence

top-down orders MOODs

surveillance, citizen score positive incentivation

severely limited maximized

Comparing the Options – The Digital Age



98Glossary

Cryptoeconomic design (CED) 
The options and choices of how a cryptoeconomy 
regulates value exchange among its participants is 
referred to as cryptoeconomic design (CED). CED 
plays a key role in the stability of a DLT system in 
terms of convergence, liveness,and fairness (Bal-
landies, Dapp and Pournaras 2019).

DApp
A decentralized application within the context of 
Web 3.0 which does not rely on a centralized pro-
vider.

Distributed ledger technology (DLT)
Distributed ledger technology encompasses sys-
tems of distributed ledgers, consensus mecha-
nisms and other elements. Here, nodes partici-
pate in a distributed data structure which contains 
entries serving as digital records of actions, gov-
erned by a consensus mechanism. A blockchain 
is a type of DLT. (Ballandies, Dapp, and Pournaras 
2019) http://arxiv.org/abs/1811.03419

Externality
An externality is a cost or benefit that affects a 
party who did not choose to incur that cost or ben-
efit. 

Fiat money
Conventional paper and coin-based currency is-
sued by a centralized entity, typically a central bank, 
and declared as legal tender by governments. Ex-
amples include euros, dollars and pounds sterling.

Fork
In blockchain terminology, a fork typically refers 
to a situation in which a previously incompatible 
change in protocol occurs, resulting in the diver-
gence of two sets of protocol. For instance, this 
can happen when a community around a crypto-
currency disagrees on the implementation of code 
changes, thereby splitting the community and cre-
ating a new token in parallel with the existing to-
ken following the established rule set.

Gas
In the Ethereum protocol, gas is the fee required 
in order to carry out a transaction or run a smart 
contract on the blockchain.

Blockchain
A blockchain is a distributed ledger that is collec-
tively written and maintained by a network through 
a distributed consensus mechanism. (Dapp 2019)

Cognitive dissonance 
The mental conflict that arises when ingrained 
beliefs or assumptions are contradicted by new 
information.

Consensus
Consensus is the mechanism through which en-
tries are written to the distributed ledger tech-
nology, while adhering to a set of rules that all 
participants enforce when an entry containing 
transactions is validated. (Ballandies, Dapp, and 
Pournaras 2019) http://arxiv.org/abs/1811.03419

Cryptocurrency
A cryptocurrency is a digital asset designed to 
work as a medium of exchange using cryptogra-
phy to secure the transactions and to control the 
creation of addition units of the currency. (Wiki-
pedia - cited in Technical Report M12, where the 
definition is somewhat longer)
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Proof of Work
A proof-of-work protocol is a consensus mecha-
nism that secures the network by requiring work 
from participants in order to write to the block-
chain. In the case of Bitcoin, for example, miners 
have to expend processing power and energy in or-
der to solve hash functions and mine a new block.

Quadratic voting
Quadratic voting is a means of decision making 
that helps prevent problems associated with the 
accumulation of power in multi-vote systems. The 
“price” of a vote equal its square; each additional 
therefore comes at a significantly higher price.

Smart contract 
A piece of executable software code that is writ-
ten onto the Ethereum blockchain. Once deployed, 
it is immutable and can be executed by anyone on 
the network.

Token
A token is a store of value issued within a DLT sys-
tem and which can be used as a medium of ex-
change or unit of account (Ballandies, Dapp, and 
Pournaras 2019).

Token curated registry
A list of objects (e.g. web links, tokens, etc.) that 
are maintained by a group of users. They manage 
the list through proposing, challenging and voting 
using a special TCR token. In the case of finance 
4.0, the GOV token is used to manage the list of 
official Positive Action Tokens.

Transaction
Transactions are the digital representations of ac-
tions that are logged in the distributed ledger of 
a DLT system (Ballandies, Dapp, and Pournaras 
2019).

Web 2.0
The Internet of online applications that are offered 
by central providers. The most well-known exam-
ples of these providers include Facebook, Ama-
zon and Google.

Web 3.0
The emerging form of decentralized online appli-
cations which do away with the need for central 
providers.

Internet of Things
The Internet of Things (IoT) is a system of interre-
lated devices, machines, objects, animals or peo-
ple that are assigned unique identifiers and given 
the ability to transfer data over a network without 
the need for manual interaction.

Meta tokens
Meta tokens are tokens that give a user access to 
platform services and / or the right to participate 
in decisions that concern the overall structure, im-
plementation and further development of a sys-
tem.

Oracle
Blockchains can’t directly communicate with the 
outside world. They therefore rely on trustworthy 
external data sources, known as oracles. Oracles 
can be based on software (websites and portals) 
or hardware (IoT sensors).

Proof of Stake
A proof-of-stake protocol is a consensus mecha-
nism according to which network participants can 
mine or validate entries depending on the number 
of tokens they hold.
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